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The present document contains the meeting minutes of the SBA offline sessions held on Wednesday June 26 and Thursday June 27. The recommendations resulting from these offline sessions are only for information and do not necessarily reflect the opinion of the whole SA3 group.

	S3-192035
	Correction of implementation, pCR should be approved.

Comments on solution itself that was already approved at SA3#95:

Huawei: There are two options for tokens, NF instance ID and NF type.
Nokia: Yes. The solution is just an example. EN in S3-192055?

	S3-192246
	DCM: Resource could be UE, in that case it would not be practical.

Nokia: Agree, needs to be clarified for which kind of resources this is applicable.

	S3-192247
	EN: It needs to be clarified what level of granularity is required for authorization of resources.

Huawei: Resource level authorization is not necessary if a new service is specified for authentication data.

EN: Resource-level authorization is not necessary if sensitive data is contained in a specific service.

	S3-192249
	No comments
Recommendation to be approved.

	S3-192258
	NCSC: Please fix typo in the threat description if there are other changes. 
DCM: Or the rapporteur could fix the typo.
Recommendation to be approved.

	S3-192033
	Nokia: Do not agree. Service-mesh tools apply security at the proxy. In our solution, tokens are not stored but cached. Another comment: See Annex G of 23.501 on deployment options, service-mesh. If producer is to verify the token, it needs the NRF public key. Producer may not have direct contact with NRF. The solution can be added to TR though.

DCM: Point with SeCoP is that is performs orchestration, so it cannot be stateless.

EN: It needs to be clarified what is meant by statelessness.  
Huawei: In step 2, how would the SeCoP check the identity ín the certificate, the certificate may not include the NF instance ID of the consumer.

EN: It is ffs how the SeCoP can check the instance id of the service consumer.

	S3-192034
	Same Editors' Notes as for S3-192033.

Nokia: In Model C, what is the advantage against Rel-15 approach?
EN in evaluation: The advantage against Rel-15 approach needs to be clarified.

	S3-192250
	DCM: Dynamic policies would be a problem.

Nokia: These are not UE-based policies.

DCM: But Istio has token-based authorization.

Nokia: Istio references local config files.

DCM: Needs to be clear that the policies are static.

DCM: How would Istio know the NF type? Does this need to be standardized?

Nokia: This is an alternative to token-based.

DCM: This should be clearly inside the service-mesh.

This discussion paper can be noted.

	S3-192251
	EN: Clarify this is for static case only.

EN: Whether it makes sense to standardize this solution is ffs.

Huawei: Agree that it is not clear whether it needs to be standardized.

Ericsson: Also agree that it is not clear whether it needs to be standardized.

Solution recommended to be approved with above EN.

	S3-192150
	Ericsson: Rel-15 choice to only have server-certificates was on purpose, authorization token authenticates consumer.
Nokia: Addresses key issue 4 about authentication.

Huwei: Rel-15 solution also protects against passive attacks.

Ericsson: No, because certificates can also be stolen.

Nokia: This does not work with proxies.

NCSC: It would be good to document the motivation for the solution in the introduction.

DCM: Needs to be in the evaluation.

Huawei: Motivation is that the token can only be used by the consumer, not be someone else.

NCSC: Why don't you just use client-side certificates?

DCM: Solution proposes to also include the certificate in the token. Only makes sense if network cannot agree on single root certificate. This does make sense for indirect communication, there is no end-to-end authentication but certificate in the signed token.

Ericsson: How to make sure that token was not stolen by SeCoP?

DCM: Need to use certificate later to sign.

NCSC: Section on trust model needs to be included in solution.

Juniper, HP: agree

Nokia: Also clarify trust model for Rel-15.

DCM: Agree, clarify trust model for Rel-15, in the TR.

Recommendation: Solution approved without evaluation and with Editor's Notes in the evaluation.

EN: The solution only applies for direct communication.

EN: Comparison to root CA inside the PLMN is ffs.

DCM: Producer should obtain certificates not during service request but during registration.

	S3-192152
	DCM: There is still no authorization of the consumer receiving notifications.
Nokia: Authorizes consumer without authentication of the consumer C. 

DCM, Nokia: Not just add ENs, note and bring back next time.

DCM: Solution should be updated. There is a gap that there is no authorization for call-back URIs.  
Recommendation: noted

	S3-192153
	Nokia: By deployment scenarios, I meant scenarios A, B, C, D, not roaming/non-roaming. The problem is that the solution only applies in scenario D.
See S3-192253

	S3-192253
	Merge with 2153, remove roaming procedure from 2153, in order to get to a stable baseline first, bring back roaming discussion for next meeting.

	S3-192254
	Recommended to be approved


